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Overview

VLauncher V2.3.1 release introduces enhancements focused on License Server security and
administrator audit visibility.

This release enhances the License Server secret storage mechanism by storing encrypted secret
values in the database while retaining only the encryption key in the Secret Manager. This approach
improves security, simplifies secret management, and strengthens protection of sensitive data.

It also includes Admin Studio enhancements for more accurate Admin Activity Logs and improved
Auto Assignment Rule management.

The following table lists the VLauncher component versions applicable for this release.

Component Version
VLauncher Configurator v2.1.0
VLauncher Admin Studio v2.3.1
VLauncher Extension v2.0.2
VLauncher Customer Portal v1.5.0
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New Features & Enhancements

The table below highlights the key enhancements and platform improvements included in this release.

N

License Server Security Enhanced the License Server secret storage mechanism by

Enhancement encrypting sensitive secret values before storing them in the
database, while keeping only the encryption key in the Secret
Manager.

This separation strengthens protection of sensitive data, simplifies
secret management, and improves the overall security of the License
Server architecture.

Admin Activity Log Enhanced Admin Activity Logs to improve the accuracy of Auto
Enhancement Assignment activity tracking, providing clearer audit trails and better
administrative visibility.

Fixes and Optimizations

e Improved Auto Assignment Rule priority management to ensure multiple priority changes are
consistently saved and correctly reflected in rule execution order.

Auto Assignment Rules - Priority Order

Corrected Auto Assignment Rule priority management to ensure rule ordering is applied as expected after multiple
priority updates.

Change Auto-Assignment Rules Priority X Change Auto-Assignment Rules Priority X
Change Priority Order Change Priority Order
PRIORITY NO RULE NAME CONDITION IP RANGE HOSTNAME REGEX SERIAL NO. REGEX A PRIORITY NO RULE NAME CONDITION 1P RANGE HOSTNAME REGEX SERIAL NO. REGEX A
1 Rule 01 OR N/A N/A ABCD o Rule 08 OR N/A N/A GKN
2 Rule 02 OR N/A N/A bn o2 Rule 01 OR N/A N/A ABCD
3 Rule 03 OR N/A N/A ABC o3 Rule 02 OR N/A N/A bn
4 Rule 05 OR N/A N/A A o4 Rule 03 OR N/A N/A ABC
5 Rule 06 OR N/A N/A ty s Rule 06 OR N/A N/A ty
6 Rule 07 OR N/A N/A AB G 6 Rule 07 OR N/A N/A AB G
7 Rule 08 OR N/A N/A GKN Ik Rule 05 OR N/A N/A A
‘ > < »
Initial Order Multiple Priority Order Updates
S
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Instructions to Use

VLauncher setup starts from the VLauncher Customer Portal, where you onboard your organization and
prepare for installation.

Access the Customer Portal and complete the onboarding flow:

Register your organization
Select a subscription plan
Review and complete the listed prerequisites required for your environment
Download the VLauncher Configurator once all prerequisites are completed

Onboarding Roadmap

Register through Choose a Complete Download and Access
customer portal plan prerequisites run VLauncher VLauncher
configurator Admin studio

s For detailed information refer :
e [ VLauncher Customer Portal - User Guide [External].pdf

e [ VLauncher Configurator - User Guide [External].pdf
e M@ VLauncher Admin Studio - User Guide [External].pdf

e [ VLauncher Solution Overview and Deployment Guide [External].pdf

Important Considerations

VLauncher has been tested and validated with the following virtualization platforms.
e Omnissa Horizon 8 2312.2
e  Citrix Virtual Apps and Desktops 7 2507
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https://drive.google.com/file/d/1ZtRAhuoEMXNf1sgtU_0d_6HrpmOY2H-I/view?usp=drive_link
https://drive.google.com/open?id=14X-w2-kMbk4faKiusqi_8pqt1J32wXnb
https://drive.google.com/open?id=1W3S4y2YitaN1eJ9viyHQIvhOimPz5STz
https://drive.google.com/open?id=1SDFhJgl6hQK6kQ9wvlASZdaxpcO3n0ec
https://portal.vlauncher.app/
https://docs.google.com/document/u/0/d/19WEItZsfPN7gAsh8fmNSP1frOqpIfenIOtjfuMplYqg/edit
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Known Issues and Limitations

In clustered deployments, remaining nodes do not currently receive notifications when a node is
removed through Single Node Uninstallation.

In Omnissa environments, application close events are not exposed by the platform. As a result,
the Re-Launch feature is not supported for manually closed applications.

In some cases, if a Connection Server becomes unavailable, resources may not launch from
another server while the Omnissa Horizon Client is still open. Restarting the client resolves the
issue.

When multiple devices are registered through an Auto Assignment Rule, Admin Activity Logs
may occasionally generate multiple registration log entries instead of a single consolidated log
entry.

Planned Enhancements

Citrix session disconnection handling and reconnect workflow enhancements to provide better
session recovery and stability across Citrix environments.

Load Testing Phase 2.

Imprivata integration testing.

Password rotation enhancement for multi-server deployments.

Improved subscription and billing management features in VLauncher Customer Portal.

Security & Compliance

VLauncher is also SOC compliant and HIPAA compliance ready. For detailed information on VLauncher’s
security architecture, encryption standards, and recovery mechanisms, refer to the Security Overview
document below.

VLauncher Security Overview Report [External].pdf

VLauncher GDPR Compliance & Data Security Report [External].pdf

VLauncher HIPAA Readiness & Security Report [External].pdf

VLauncher Data Protection and Usage Report [External].pdf
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https://drive.google.com/open?id=1ihh5ezYF21U5aWPK25hNix89koEEs-BU
https://drive.google.com/open?id=1BCoNSDolY7iZrLTqanvtnAxDlsvvw_hC
https://drive.google.com/open?id=1cM9wdD0bdacJKONff4IYxjnQkca3PhZ0
https://drive.google.com/file/d/12i4eg2rfPY_--t7pJGjL-d26WLdIRLLZ/view?usp=drive_link
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Technology Stack
e .Net
L pumw
e TypeScript lgaise) Microsoft:
e PostgreSQL WEr N ET PostgreSQL
e WPF L p
e Material Design - m %
e React
e Tailwind CSS o
e JavaScript Tailv\/,i‘n‘d CSS Js “
e Alpine.js

We value your feedback.
Please let us know if you encounter any issues or have suggestions for improvement.
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