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VLauncher Citrix Validation and Security Enhancement Release V2.1.0 focuses on improving Citrix
resource launch reliability and session handling behavior to ensure a more stable and consistent user

experience across Citrix environments.

This release also introduces security enhancements through Access Key-based authentication with
automated rotation support, along with standardized validation handling across the Customer Portal,
Configurator, Admin Studio, and Tray applications.

Additionally, this release includes updates to the VLauncher Extension JSON policy configuration to
improve consistency and reliability in deployment behavior across supported environments.
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New Features & Enhancements

The table below highlights the key enhancements and platform improvements included in this release.

Citrix Resource Launch
Validation

Citrix Session
Disconnectivity Handling

Access Key Authentication
Enhancement

VLauncher Extension JSON
Policy Update

Validated the Citrix resource launch workflows along with App Auto
Re-Launch handling to improve resource access reliability and user
experience.

Validated server-side session disconnect handling and reconnect
workflows to improve session stability and recovery behavior in Citrix
environments.

Introduced Access Key-based authentication for improved
environment validation and security management across the
VLauncher platform.

Previously, this process was handled internally by the platform. With
V2.1.0, Access Key management is now exposed through
customer-facing workflows,

e V0Launcher Customer Portal
e V0Launcher Configurator
e V0Launcher Admin Studio

for improved security control and visibility.

Updated the VLauncher Extension JSON policy structure and
validation handling to improve policy consistency and deployment
management behavior.
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Access Key Authentication Enhancement

© NEW

Customer Portal:

Added customer-facing Access Key generation and regeneration capabilities within the VLauncher Customer Portal.

Your VLauncher Access Key

User Name
o Usere com

. This key is shown only once. Copy and save it securely before closing
Cllent ID this popup.

XXXXXXXXXX XX XXX XX XXX XXX X XXX

© 'mportant:

Keep this key securely. Do not share it publicly. You will need it for
VLauncher deployment and configuration.

Close © Copy Key

o® VLauncher Access Key

[ Logout

@ NEW

VLauncher Configurator:

VLauncher Access Key

@ ' Key Already Accessed
This VLaunch
security rea
saved securely.

s Key has already been copied. For
only be copied once. Make sure itis

Need a new key?

Click the regenerate button below to generate a new Personal

Access Tokel
Close Regenerate Key

Access Key entry is now required during the VLauncher deployment process and must be updated whenever the Access Key

is regenerated from the Customer Portal.

\{L

Replica Node Configuration.

V200) O NesdHelp?

3 o

Main Server FQON /1P

Test IP Address x @

Provsion Token

Test Provision Token

 NEW

VLauncher Admin Studio:

N tauher 208) @ hessrin?
s

Welcome Back

Tokan

P Vs

Added validation banners and controlled access handling within Admin Studio when an invalid or outdated Access Key is

detected.

&

License Server Authorization Failed
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VLauncher Extension JSON Policy Update

Citrix - Single Server Deployment

Replace YOUR-VLAUNCHER-SERVER-FQDN with the FQDN of your VLauncher server.

JSON
{
"studioURL": {
"Value": "http://YOUR-VLAUNCHER-SERVER-FQDN/api/v1/extension"
o

"receiverId": {
"Value": "haiffjcadagjlijoggckpgfnoeiflnem”

}

Citrix - Multi Server Deployment

For multi-server deployments, a load balancer must be placed in front of the VLauncher servers. Replace
YOUR-VLAUNCHER-LOAD-BALANCER-FQDN with the FQDN of that load balancer.

JSON
{
"studioURL": {
"Value": "http://YOUR-VLAUNCHER-LOAD-BALANCER-FQDN/api/v1/extension"
o
"receiverId": {
"Value": "haiffjcadagjlijoggckpgfnoeiflnem”
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Omnissa - Single Server Deployment

Replace YOUR-VLAUNCHER-SERVER-FQDN with the FQDN of your VLauncher server.

JSON
{
"studioURL": {
"Value": "http://YOUR-VLAUNCHER-SERVER-FQDN/api/v1/extension"
b

"receiverId": {
"Value": "ppkfnjlimknmjoaemnpidmdlfchhehel”

}

Omnissa - Multi Server Deployment

For multi-server deployments, a load balancer must be placed in front of the VLauncher servers. Replace
YOUR-VLAUNCHER-LOAD-BALANCER-FQDN with the FQDN of that load balancer.

JSON
{
"studioURL": {
"Value": "http://YOUR-VLAUNCHER-LOAD-BALANCER-FQDN/api/v1/extension"
o
"receiverId": {
"Value": "ppkfnjlimknmjoaemnpidmdlfchhehel"
}
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Fixes and Optimizations

e Improved paid plan transition behavior to ensure users upgrading between active subscriptions
correctly revert to their previous valid plan on renewal failure instead of being downgraded to
Free/Freemium.

Instructions to Use

VLauncher setup starts from the VLauncher Customer Portal, where you onboard your organization and
prepare for installation.

Access the Customer Portal and complete the onboarding flow:

Register your organization
Select a subscription plan
Review and complete the listed prerequisites required for your environment
Download the VLauncher Configurator once all prerequisites are completed

Onboarding Roadmap

Register through Choose a Complete Download and Access
customer portal plan prerequisites run VLauncher VLauncher
configurator Admin studio

s For detailed information refer :
e [ VLauncher Customer Portal - User Guide [External].pdf

e [ VLauncher Configurator - User Guide [External].pdf
e M@ VLauncher Admin Studio - User Guide [External].pdf
e [ VLauncher Solution Overview and Deployment Guide V2.0.0 [External].pdf
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https://drive.google.com/file/d/1ZtRAhuoEMXNf1sgtU_0d_6HrpmOY2H-I/view?usp=drive_link
https://drive.google.com/open?id=14X-w2-kMbk4faKiusqi_8pqt1J32wXnb
https://drive.google.com/open?id=1W3S4y2YitaN1eJ9viyHQIvhOimPz5STz
https://drive.google.com/open?id=1SDFhJgl6hQK6kQ9wvlASZdaxpcO3n0ec
https://portal.vlauncher.app/
https://docs.google.com/document/u/0/d/19WEItZsfPN7gAsh8fmNSP1frOqpIfenIOtjfuMplYqg/edit
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Important Considerations

VLauncher has been tested and validated with the following virtualization platforms.
e Omnissa Horizon 8 2312.2
e Citrix Virtual Apps and Desktops 7 2507

Known Issues and Limitations

e In Citrix environments, if the Delivery Controller or VDI server becomes unavailable, session retry
and recovery behavior may not function as expected, and users may need to manually restart
the session after services are restored to relaunch resources.

e When network connectivity drops during Citrix resource launch on Chromebook devices,
restoring the connection before dismissing the failure popup may occasionally result in duplicate
sessions or multiple resource launches.

Planned Enhancements

Security & Compliance

VLauncher V2.1.0 includes security enhancements focused on Access Key authentication, validation
handling, and secure deployment management across the VLauncher platform.

VLauncher is also SOC compliant and HIPAA compliance ready. For detailed information on VLauncher’s
security architecture, encryption standards, and recovery mechanisms, refer to the Security Overview

document below.

VLauncher Security Overview Report - V2.0.0 [External].pdf

VLauncher GDPR Compliance & Data Security Report - V2.0.0 [External].pdf
VLauncher HIPAA Readiness & Security Report - V2.0.0 [External].pdf
VLauncher Data Protection and Usage Report - V2.0.0 [External].pdf
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https://drive.google.com/open?id=1ihh5ezYF21U5aWPK25hNix89koEEs-BU
https://drive.google.com/open?id=1BCoNSDolY7iZrLTqanvtnAxDlsvvw_hC
https://drive.google.com/open?id=1cM9wdD0bdacJKONff4IYxjnQkca3PhZ0
https://drive.google.com/file/d/12i4eg2rfPY_--t7pJGjL-d26WLdIRLLZ/view?usp=drive_link
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Technology Stack

e .Net
. Microsoft |\/||cros,oft®
e TypeScript WP F
PostgreSQL
e PostgreSQL N ET :

e WPF m %

e React

e Tailwind CSS ~ ‘ ‘
* JavaScript Tailwind CSS JS

e Alpine.js

e Material Design

9
VLauncher Security Enhancement Release Note



	VLauncher Security Enhancement 
	 
	Overview 
	 
	 
	New Features & Enhancements 
	 
	 

	Fixes and Optimizations 
	Instructions to Use 
	 
	Important Considerations 
	Known Issues and Limitations 
	Planned Enhancements 
	Security & Compliance 
	 
	 
	Technology Stack 

