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Overview

This FAQ provides answers to common questions about VLauncher deployment, ChromeOS
integration, device management, subscription plans, updates, security, and troubleshooting.

It is intended for enterprise administrators responsible for configuring and maintaining VLauncher
within their organization.

Category:

1. Whatis VLauncher?

VLauncher automates and streamlines access to virtual applications and desktops on ChromeOS. It
integrates with customer-managed infrastructure, Active Directory, and supported VDI providers such
as Citrix and Omnissa to support device registration, resource assignment, launch workflows, licensing,
and administrative setup.

2. Which VDI providers does VLauncher support?

VLauncher supports Citrix and Omnissa. The VDI provider selected during Customer Portal registration
determines the provider-specific prerequisite checklist and setup guidance shown during onboarding.

3. Whois VLauncher intended for?

VLauncher is intended for organizations that need to provide managed ChromeOS users with access to
virtual applications and desktops through an existing Citrix or Omnissa environment.lt is designed for
enterprise IT administrators, ChromeOS administrators, VDI administrators, and infrastructure teams
responsible for deployment and ongoing administration.
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@:|i=lels)p . Customer Portal and Onboarding -

4. What is the VLauncher Customer Portal used for?
The VLauncher Customer Portal is used to:

Register your organization

Select a subscription plan

Complete setup prerequisites

Access the Client ID

Download the VLauncher Configurator

Manage subscription and billing-related actions

5. Whatis the Client ID?

The Client ID is a unique identifier generated for your organization. It is used during installation to
connect VLauncher deployments to your organization and selected plan.

6. Can the same Client ID be used for multiple VLauncher instances?

Yes. The same Client ID can be used across multiple VLauncher instances under the same organization.
The total device usage across all instances using that Client ID is counted against the selected plan’s
device capacity.

7. What is device capacity?

Device capacity refers to the maximum number of managed ChromeOS devices that can be registered
and assigned virtual apps or desktops under the selected plan.
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@:\=lsls)p . Deployment Prerequisites ~

8. What should be prepared before installing VLauncher?

Before installing VLauncher, complete the prerequisite items shown in the_Customer Portal. For more
information, refer to the prerequisites checklist document.

These generally include:

Infrastructure readiness

Active Directory and network setup

Certificate trust configuration

Required service accounts and delegated permissions

VDI provider-specific setup

ChromeOS extension and VDI app configuration through Google Admin Console

9. What Active Directory setup is required?
VLauncher requires a defined Active Directory structure and required access configuration.
At minimum, this includes:

Required OUs or containers for VLauncher-managed objects
A dedicated VLauncher service account

Delegated permissions for required directory operations

A VLauncher Admins security group

VDI security groups used for virtual resource mapping

The service account should be granted only the permissions required for VLauncher operations.

10. Does the VLauncher service account require Domain Admin access?

No. VLauncher is designed to use a dedicated service account with delegated permissions for required
Active Directory operations.

The service account should not require full Domain Admin permissions when delegated permissions are
configured correctly.

4
VLauncher FAQ - [External]


https://portal.vlauncher.app/
https://drive.google.com/open?id=1eB-Pp7xFjQmVv5OPNB4iEvhQk3StSdka

CODIMITE

\(Launcher

11. How do administrators sign in to Admin Studio?

Sign in using an Active Directory administrator account added to the VLauncher Admins security group
during prerequisite setup. Use either username@domain or domain\username with the AD password.

12. What network access is required?

VLauncher must be able to communicate with the required customer-managed services, including
Active Directory, DNS, and VLauncher runtime components.

Common network requirements include:

Source

ChromeQOS device
/ Admin browser

VLauncher server

VLauncher server

VLauncher server

VLauncher
components

VLauncher server/
components

Destination

VLauncher server

Domain Controller
DNS server
Global Catalog, if used

VLauncher server

PostgreSQL database

Port / Protocol

80 /HTTP or
443 [ HTTPS

636 / LDAPS

53/ TCP/UDP

3269 / LDAPS

8085 /HTTP

5432/ TCP

Purpose

Access to VLauncher services and Admin Studio
using the configured URL

Secure Active Directory communication

DNS resolution

Optional secure Global Catalog access
Companion communication, including
Companion-to-Companion, Tray-to-Companion,
Pulse-to-Companion, and

Configurator-to-Companion communication

Database operations

13. Is HTTPS required for ChromeOS devices?

ChromeOS devices must be able to reach the configured VLauncher Admin Studio URL.

The deployment can be configured using HTTP or HTTPS based on the customer’s environment and
security requirements. For production environments, HTTPS is recommended where applicable.

Direct LDAP access from ChromeQOS devices is not required.
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14. What is the SSL Trust prerequisite?

The SSL Trust prerequisite ensures the VLauncher deployment server trusts the Domain Controller
certificate used for LDAPS communication.

This is required so VLauncher can securely communicate with Active Directory over LDAPS.

@:ii=iele)p ~ Architecture and High Availability ~

15. What deployment models does VLauncher support?
VLauncher supports:

e Single-server deployment - suitable for smaller or less complex environments.
e Multi-server deployment - supports High Availability for enterprise environments that require
greater resilience.

16. Does a single-server deployment require a load balancer?

No. A single-server deployment does not require a load balancer. ChromeOS devices and administrators
connect directly to the configured VLauncher server URL.

17. How does multi-server deployment work?

In a multi-server deployment, multiple VLauncher servers are deployed behind a customer-managed
load balancer.

The load balancer is used as a routing layer for distributing traffic across VLauncher servers.

SSL termination or passthrough depends on the customer’s load balancer and infrastructure
configuration.

18. What is the minimum number of servers required for High Availability?

Multi-server High Availability requires a minimum of three servers. VLauncher HA is designed to scale
using odd-numbered server counts.
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19. What components are used for High Availability?
The High Availability design uses:

PostgreSQL on each node

Patroni on each node

ETCD on each node
customer-managed load balancer

PostgreSQL, Patroni, and ETCD coordinate database leadership and cluster state across VLauncher
nodes.

20.Does VLauncher HA include cross-site disaster recovery?

No. The GA High Availability scope supports application-layer availability within a single physical site.
Cross-site disaster recovery is not included in the GA HA scope and remains customer-managed.

@=jics[eln s ChromeOS and Google Admin Console Setup -

21. How is the VLauncher extension deployed to ChromeOS devices?

The VLauncher extension is deployed through the Google Admin Console. For Managed Guest Sessions,
configure the VLauncher extension under the same Managed Guest Session OU where the target
ChromeOS devices are enrolled.

22. Do | need to configure Citrix Workspace or Omnissa Horizon Client separately?

Yes. The required VDI client app must be configured through the Google Admin Console based on your
selected provider.

e For Citrix deployments, configure Citrix Workspace and the VLauncher extension.
e For Omnissa deployments, configure Omnissa Horizon Client and the VLauncher extension.

Skip this setup only if it was already completed during prerequisite setup.
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23. What happens when a ChromeOS device starts?

When the ChromeOS device starts and the Managed Guest Session launches, the VLauncher extension
launches based on the Google Admin Console configuration.

The extension then registers with the VLauncher backend, and the device appears in the Pending
Devices tab in Admin Studio.

24. Why is the device not appearing in Pending Devices?
Check the following:

The device is enrolled in the correct Google Admin Console OU

Managed Guest Session is configured correctly

VLauncher extension is force-installed for the same Managed Guest Session OU
VLauncher extension policy contains the correct VLauncher server or load balancer URL
The device can reach the configured VLauncher URL

Managed Guest Session has launched successfully

©-1i=s[ein & Device Registration and Resource Assignment -~

25. What is the Pending Devices tab?

The Pending Devices tab shows ChromeOS devices that have launched the VLauncher extension and
registered with the VLauncher backend but have not yet been fully registered and assigned resources by
an administrator.

26. How are devices registered?
Administrators review devices in the Pending Devices tab and complete registration in Admin Studio.

After registration, devices can be assigned virtual apps or desktops based on the configured resource
assignment flow.
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27. How are virtual resources assigned?

Virtual resources are assigned through Admin Studio using resource mappings and Active Directory
groups. VLauncher uses customer-managed AD groups and VDI provider mappings to determine which
virtual apps or desktops are available to registered devices.

28. What is Advanced Auto-Assignment?

Advanced Auto-Assignment allows administrators to automatically assign devices to virtual resources
based on defined rules. Rules can use supported matching criteria, including regex-based matching
where configured.

29. What happens if multiple assignment rules match the same device?

If multiple matching rules are available, the device is assigned based on the highest-priority matching
rule.

30.What happens when a rule is updated?

When a rule is updated, devices that no longer match the updated rule may be removed from that rule. If
those devices match another existing rule, they are reassigned based on the highest-priority matching
rule.

31. What happens when a rule is deleted?

When a rule is deleted, devices assigned through that rule are removed from the rule. If those devices
match another existing rule, they are reassigned based on the highest-priority matching rule.
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(@F:\(=Te[e]a Administration and Monitoring -

32. What is Admin Studio?

Admin Studio is the VLauncher administrative interface used to manage devices, configure assignments,
and administer VLauncher deployment settings. It is hosted on the VLauncher server and accessed
through the configured Admin Studio URL or local shortcuts created during installation.

33. How is Admin Studio access controlled?

Admin Studio access is controlled through customer-managed Active Directory. Administrators must
sign in using an AD account that belongs to the VLauncher Admins security group.

34. Are Admin Studio audit trails sent to Codimite cloud services?

No. Admin Studio audit trails are stored on-premise and are not transmitted to Codimite cloud services.

35. What logs are available?
Known logging behavior includes:

Admin Studio audit trails stored on-premise.

VLTray Launcher startup and protocol-related failure logs stored locally.

VLPulse logs for watchdog behavior, component health monitoring, and update handling.
VLCompanion Service logs for companion service operations and communication.
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@:i=c o)~ Plans and Subscriptions -

36. What plans are available?

VLauncher plans are based on the number of managed ChromeQOS devices that need to be registered
and assigned virtual apps or desktops.

Plans include:
Plan Device Capacity
Freemium up to 50 devices
Starter 50 to 1,000 devices
Professional 1,001 to 5,000 devices
Enterprise 5,001 to 10,000 devices

Enterprise Plus = 10,001+ devices, typically 20,000 to 60,000

37. Do plans include different features?

VLauncher includes the same core functionality across plans. The main difference between plans is
device capacity.

38. What happens when the device capacity is reached?

When the selected plan’s device capacity is reached, additional devices cannot be enabled or registered
beyond the allowed limit. To continue adding devices, administrators can upgrade the plan or reduce the
number of enabled/registered devices, depending on the available administration flow.

39. How is device usage counted?

Device usage is counted across all VLauncher instances using the same Client ID. If multiple deployments
use the same Client ID, the total registered/enabled device count across those instances is counted
toward the selected plan’s device capacity.
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40.What is the Billing Email used for?

The Billing Email is used for billing-related communication, including invoices, payment confirmations,
renewals, subscription updates, and billing verification.

41. Is OTP verification required for subscription actions?

Yes. The Customer Portal uses a 6-digit OTP for payment-related actions, including Confirm and Pay,
billing email changes, plan cancellation, and other subscription/payment-related actions. OTPs are valid
for 5 minutes, and retry attempts are limited to 8 attempts per week.

42. What happens if auto-renewal is disabled?

If auto-renewal is disabled, the subscription expires at the end of the billing period and moves to the
Freemium plan.

43. What happens when a subscription is cancelled?
Upon cancellation:

e Current plan remains active until the end of the billing period
e Noimmediate access changes are applied
e Account moves to the Freemium plan after the billing period ends

Before cancelling, make sure the active device count is within the Freemium device limit.
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@ =le[e]p'4 Updates, Reconfiguration, and Uninstallation -

44.How are VLauncher updates handled?

VLauncher supports update handling through the VLauncher Configurator and local runtime
components. VLPulse acts as a watchdog service and supports staged update handling and rollback to
previous known-good versions where applicable.

45. How are multi-server updates handled?

For multi-server deployments, the update only needs to be initiated from a single node, and it will be
automatically applied across the entire cluster.

46.Can VLauncher be reconfigured after installation?

Yes.Use the Reconfiguration option in VLauncher Configurator when existing deployment settings need
to be updated. For multi-server environments, configuration changes are automatically propagated
across connected cluster nodes.

47. How is VLauncher uninstalled?

VLauncher uninstallation should be performed using the supported uninstallation workflow for the
deployment type. For multi-server deployments, follow the cluster-specific uninstallation guidance to
avoid leaving partially configured nodes.
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@=ii=iels)p + Security, Privacy, and Compliance -

48.What data is sent to Codimite-hosted services?
Data sent from the customer environment to Codimite-hosted services is limited to:

e Organization metadata
e Device-limit telemetry tied to the Client ID

Subscription status is fetched from Codimite-hosted services by the customer-side deployment
components. It is not sent from the customer environment to Codimite.

49. What data is not sent to Codimite cloud services?
VLauncher does not transmit the following to Codimite cloud services:

Active Directory credentials
Password hashes

Kerberos tickets

Directory tokens

VDI credentials

VDI session display traffic
Screen content

Keystrokes

Clipboard data

Files inside active VDI sessions

50.Does VLauncher access PHI?
No. VLauncher does not access, process, store, or transmit PHI in standard operation.

VLauncher does not see screen content, capture keystrokes, access clipboard data, or access files inside
active Citrix or Omnissa VDI sessions.

51. Does VLauncher proxy or inspect VDI session traffic?

No. VLauncher does not proxy or inspect Citrix or Omnissa display protocol traffic.
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Its role is limited to identity handoff, launch workflow coordination, access orchestration, licensing, and
device-limit enforcement.

52. How is sensitive data protected?

Sensitive fields are encrypted using AES-256. With VLauncher v2.0.0, Windows Credential Manager is no
longer used for local credential storage, and encrypted .vincfg recovery files are no longer part of the
current implementation.

53. Is the VLauncher installer signed?
Yes. VLauncher uses a Sectigo EV Code Signing Certificate for signed release artifacts.
Signed artifacts include:

e vlauncher-configurator.exe
e nuke.psl

54. Is VLauncher HIPAA compliant?

VLauncher is designed to support HIPAA-aligned healthcare deployments by maintaining clear
boundaries between access orchestration and clinical session content.

VLauncher does not access, process, store, or transmit PHI in standard operation.

HIPAA compliance depends on the customer’s full deployment architecture, internal policies, workforce
procedures, VDI/EHR controls, and applicable legal requirements.

55. Is VLauncher GDPR compliant?

VLauncher supports GDPR-aligned deployments by limiting cloud-bound data, keeping customer
identity and VDI systems under customer control, securing key communication flows, and separating
licensing services from customer-managed deployment components.

Final GDPR compliance depends on the customer’s deployment model, data processing role, policies,
and legal requirements.
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©-ii=c o) - Troubleshooting -

56. | cannot sign in to Admin Studio. What should | check?

Check the following:

Username is entered in one of the supported formats:
o username@domain
o domain\username
AD password is correct
Account belongs to the VLauncher Admins security group
VLauncher server can communicate with Active Directory over LDAPS
Domain Controller certificate is trusted by the VLauncher server

57. Devices are not appearing in Admin Studio. What should | check?

Check the following:

ChromeOS device is enrolled in the correct OU

Managed Guest Sessions are configured correctly

VLauncher extension is force-installed for the same MGS OU

VLauncher extension policy has the correct VLauncher server or load balancer URL
Device can reach the configured VLauncher URL

Managed Guest Session has launched successfully

VLauncher backend services are running

58. Resource assignments are not applying. What should | check?

Check the following:

Device is registered in Admin Studio

Correct assignment rule is enabled

Device matches the rule criteria

Rule priority is configured correctly

Required VDI security group exists

VDI resource mapping is configured correctly
VDI provider integration is functioning
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59. LDAPS communication is failing. What should | check?

Check the following:

the Domain Controller supports LDAPS

the VLauncher server trusts the Domain Controller certificate chain
port 636 is reachable from the VLauncher server

DNS resolution is working

the service account has the required delegated permissions

60.Multi-server failover is not working. What should | check?

Check the following:

At least three VLauncher servers are configured
PostgreSQL, Patroni, and ETCD are running on each node
Nodes can communicate with each other
Customer-managed load balancer is routing traffic correctly
Load balancer health checks are configured correctly
Quorum requirements are met

61. Subscription or device limit validation is failing. What should | check?

Check the following:

Client ID is correct

Deployment can reach Codimite-hosted licensing services

Subscription is active

Device count is within the selected plan’s device capacity

Same Client ID is not being used across additional deployments that exceed the plan limit

@=1i=s[eln - Additional Support ~

62. Where can | find setup documentation?

Use the Learn More links in the Customer Portal prerequisite checklist to access the setup guide for each
prerequisite item. Provider-specific setup guides are available for Citrix and Omnissa configurations.
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